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BREAKOUT INFORMATION

» Secure Universes Using Restriction Sets

> Do you need to tailor universe security to specific users or groups
within your organization? Attend this session to learn about
restriction sets and how they can apply security to selected
groups or user accounts for the universe. Hear how applied
restrictions can control objects, rows, query types, and
connections. See live demonstrations on how to use each type of
restriction and the effect they have on user Web Intelligence
documents.

Print Information (please leave for Business Objects use)

Print Code
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ABOUT DALLAS MARKS

» Dallas is an SAP Certified Application Associate and authorized
trainer for Web Intelligence, Information Design Tool, Universe Design
Tool, Dashboards (formerly Xcelsius), and SAP BusinessObjects
Business Intelligence administration. A seasoned consultant and
speaker, Dallas has worked with SAP BusinessObjects tools since
2003 and presented at the North American conference each year
since 2006.

» Dallas has implemented SAP BusinessObijects solutions for a number
of industries, including retail, energy, health care, and manufacturing.
He holds a master's degree in Computer Engineering from the
University of Cincinnati.

» Dallas blogs about various business intelligence topics at
http://www.dallasmarks.org/. You can follow him on Twitter at
@dallasmarks.
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THE NEED FOR UNIVERSE
SECURITY
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TWO METHODS FOR SECURING
UNIVERSES

cMC » Restrict access to entire
WEB SERVER

universe by setting universe
rights in the Central
Management Console (CMC)

» Create various forced and
optional restrictions within
Designer
» Forced

> Object restrictions
» Self-restricting joins
> Inferring multiple tables

> Optional
©1 DESIGNER » Condition objects




BUSINESS PROBLEM

» Business requirement to secure business critical data
based on a user's role in the organization

> All of these restrictions affect all users unilaterally

> A different solution is required to apply security to
specific users and groups: restriction sets




WHAT IS A RESTRICTION SET?

» A restriction set is a named group of restrictions that
apply to a universe

» Restriction sets can be applied to BusinessObjects users
and groups to force behavior changes in a universe

» Restriction sets are managed using the Business
Objects Universe Designer application, using a feature
named access restrictions




WHAT CAN BE RESTRICTED?

Connection

Query controls
SQL generation controls
Object access

Row access

Alternative table access

Override the default universe
connection with an alternate
connection

Limit the size of the result set and
guery execution time

Control how SQL is generated by user
query

Column-level security

Row-level security — force restrictions

into the WHERE clause of inferred
SQL

Replace a table referenced in the
universe with another table in the
database



DESIGNER — MANAGING ACCESS

RESTRICTIONS

» Access restrictions can be accessed from either the
tools menu or the editing toolbar

: I:I“III Eile Edit View Insert | Tools Window Help

D L:—. E ‘ Ij ﬁ Connections..

L8 @R EE

. ~4 4 Hierarchies...
@ q-l ( ":'1 | Listz of Values...

f;; | Aggregate Navigation...

b & Dﬁ:ﬂ?|@/|$ﬁ

A

List of Aliases...
= &0l List of Derived Tables. ..
- |I ime perind|
- (] Store Query Panel

Editing Toolbar

.
E (@] Product Automated Detection
[]-{g&] Promotions

: Check Integrity...
(- [gi) Measures 4 Integrity

Login As...
Change Password...

Tools Menu

Manage security...

Desktop Inteligence

&@ Manage Access Restrictions... l’
;ﬁ Preview Met Access Restrictions...

Options. ..




PREVIOUS VERSIONS - SUPERVIOR

» Previous versions of BusinessObjects provided similar
capabilities, accessed from the supervisor application

T.; Supervisor - [Administrator - bomain]

g [

JJ File Edit View User Resource Tools Help

| @ asdRud 2R N NTBRER D SaE |

El-@ Dataspace

| Inkerited Fram |

File hame | MHame | D amain

E@ Employees
= 8 Hank HR
=]

R van | T
Eﬁ Managers

S May Manager
@

L Stan Sales

----- iﬁ?" Administratar

o
Disable Universe
@ Enable Universe

Revert Universe to Inherited Permissions

Go to Owner Group

Configuration J Umversel Stored Procedure I Document I Repositol

Edits the selected resource properties

Universe Properties - Sales - eFashion

Definition | Controls | SGL

Objects | Fiows I T able Mappingl

The Objectz pou define belaw will nat be acceszible in thiz

niverse.
Dbject | Statusz | Inherited From |
IMeasureshhargin k. Sales
add. | Remoe | Modfy.. | Checkan |
Reszet | ak. I Cancel | Help |




@)
Business Objects’

Creating and managing user- and group-based universe security

WHAT ARE RESTRICTION
SETS?
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SECURING UNIVERSES -
DESIGN PROCESS

CMC

WEB SERVER
g 4) Deploy ~ 1) Create CMC

using & Manage

| ‘ Import Security

KRGRTWIZERD Wizard Model

Crystal Reports .

3) Bulld 2a) Build
ugin g and Export
universe universe

\ 2b) Add /

Restriction
WEB INTELLIGENCE Sets

€1 DESIGNER

SLIDE 13 COPYRIGHT © 2007 BUSINESS OBJECTS S.A.



MANAGE ACCESS
RESTRICTIONS IN DESIGNER

&5

> Three basic steps to follow

1. Create new restrictions

2. Add appropriate groups and users

Miinage Access Restrictions

Yhu can create security restrictions and apply them to groups or users. The ligfon the left shows all the existing security restrictions for this

ufiverse. The list on the right shows all the users and groups that have segfrity restrictions applied.

Avilable Restrictions: Available groups and users:
Mame . I Restriction I Priarity I
== oy |
A
@'New ,i_,g-Edit x %Add USEr OF group @F‘rinrity | gPreuiew p 4 | R | i
3. Map restrictions to groups and users = Cancel_|

A




MANAGE ACCESS
RESTRICTIONS IN DESIGNER

&5

» Additional configuration

Manage Access Restrictions

You can create security restrictions and apply them to groups or users, The list on the left shows all the exis
universe. The list on the right shows all the users and groups that have security restrictions applied.

Available Restrictions:

Sivew Bede X

=2 fpply |

Priority of multiple restrictions

Available groups and users:

{ng security restrictions for this

Mame o | Fest

icton

| Priority |

Options

&

Freviems

Cancel




GETTING HELP

» On-line help is available from the manage access

restrictions dialog

Manage Access Restrictions

You can create
universe, The li

Available Restri

eFashion S0L F
eFashion Table
Criginal eFashi

ﬁmew ,‘:@I

5 R

Hide Back Forward

=

Prirt

=101

Corterts  Index | Search |
Type in the keyword to find:

[@AggregateAware
@Functions

use of
@Prompt
@Script
@5elect
@Varable

ACCess
all users
activate
list mode
add
connection
advanced properties
object

Managing access restrictions

Access restrictions are managed
from the Manage Access
Restrictions dialog box.

# The restriction sets currently b |

available to the universe are
listed in the Available
Restriction Sets pane.

« The users and user groups
that are defined for each
restriction set appear in the
Ayailable Groups and Users
pane.

The options available to manage
access restrictions are described
as follows. Click an each options for j

IIE existing security restrictions for this

e | Festriction

Dffice

Criginal eFashion Conne. ..

eFashion Managers Stor. ..

eFashion SQL Restrictions

eFashion Table Mapping

riority | 4 preview X | G |

Ok

Cancel




RESTRICTION SET DIALOGS -

CONNECTION

> Control which database
connection is used

> |dentical to definition tab of
universe parameters

» Useful for pointing subset of
users to alternate data source
(ex. QA instead of production)

Definition |Sun1n'|ar5-I I Strategies | Controlsl 5QL I Lirtks I Parameterl

The following information identifies the universe. A universe is defined by its
name and database connection:

Name: I eFashion]|
Description: eFashion retail Data Warehouse created 14 Oct 1998, updated 3 April ;I
2002, 89,000+ row fact table.
Version &.0
[ -]
Connection; IT@ efashion j
MNew. .. | Edit... | Test |
0K, I Cancel | Help |

o

Edit Restriction - eFashion SQL Restrictions

Restriction Mame: I eFashion QL Restrictions

Connection | Controls | SQL | Objects | Rows | Table Mapping |

You can spedfy an alternate connection to be used for the

Universe,
Mame: I eFashion2007RS
Cescription: eFashion retail Data Warehouse created 14 Oct 1998, ;I
updated 3 April 2002, 89,0004+ row fact table.
Maodified by Dataspace to demonstrate universe restriction
etz |
I
Connection: I% efashion j
Mew... | Edit... | Test |
Reset | K. I Cancel | Help

Restrictions that differ from
universe defaults appear in
red




RESTRICTION SET DIALOGS -

CONTROLS

> Define limits on query
execution

» |dentical to controls tab of
universe parameters

» Useful for giving power users
higher limits than standard
users

x
Deﬁnih’onl Summary I Strategies Controls ISQL I Links I Parameterl
The Controls settings allow you to limit the size of the result set and the
execution time of queries.
—Query Limits
¥ Limit size of result set to; [s0000 " rows
v Limit execution time to: I 5 j minutes
™| sWarnif cosk estimate exceeds: 5 ::II minutes
™ Limit size of long text ohjects to: 1000 j characters
oK I Cancel Help

Edit Restriction - eFashion S(QL Restrictions

Restriction Mame: I eFashion SQL Restrictions

Connection Controls |5QL | Objects | Rows | Table Mapping |

the execution time of queries.

The Controls settings allow you to limit the size of the result set and

— Query Limits

[V Limit size of result set to:

¥ Limit execution time to:

=
5 =

Warn if cost estimate exceeds:

[ \imit size of long text ohjects to:

I Q0000 rows

10| —I minutes

= I~ minutes

I 1000 j characters

o< |

Cancel

Help

Restrictions that differ from
universe defaults appear in
red




RESTRICTION SET DIALOGS -
SOL

>

Define limits on what types of
gueries users may create

ldentical to SQL tab of
universe parameters

Useful for limiting the
complexity of queries

Universe Parameters

Deﬁnih’onl Summary I Strategies | Controls  SQL |Links I Parameterl

These parameters control the query and SQL generation options for this
universe.

v Allow use of union, intersect and minus operators

¥ Allow complex operands in Query Panel

—Multiple Paths Cartesian Products
[v Multiple SQL statements for each context ! Prevent
I Multiple SQL statements for each measure & wWarn
[~ Allow selection of multiple contexts
0K I Cancel Help

Restriction Mame:

Edit Restriction - eFashion SQL Restrictions

I eFashion SQL Restrictions
Connection I Controls  SQL |Dbjects I Rows I Table Mapping I

These parameters control the query and SQL generation options for
this universe,

— Query
™ Allow use of subgueries

I Allow use of union, intersect and minus cperators

N_ llow complex operands in Query Panel}

—Multiple Paths Cartesian Products ——
Multiple SQL statements for each context " Prevent
[ \ultiple SOL statements for each measure ¥ Warn
[ Alow selection of multiple contexts
Reset Sl oK I Cancel Help

\

Restrictions that differ from
universe defaults appear in
red




RESTRICTION SET - SQL

> The “Allow use of subqueries” checkbox controls access
to the feature in the Web Intelligence query panel

Edit Restriction - eFashion SQL Restrictions

Hew

ODE-|& 8 -|

@Edit Query

Edit Report |

HEedli=

Restriction Mame: I eFashion QL Restrictions

Connection I Controls  SQL |Dbjects I Fows I Table Mapping

this universe,

These parameters control the guery and SQL gen

/

Data | Properties

S‘I Result Objects

m@imwﬁﬂms&i
|

—Query
™ llow use of subqueriesi/

™ Allow use of union, intersect and minus operators

[ Allow complex operands in Query Panel

=] Produck

...... '-I Cak

~

—Multiple Paths
[¥ Multiple SOL statements for each context

Cartesian ucts —
(8 Prevent

e nams -
Store details
f Sales Flaar size?
[ Owned stares
f Stores with lang oper

7 B

egary

T~

71 Lines 71 Cakegory || 71 Color & Quantity sold

I

[¥ Multiple 0L statements for each measure ¥ Warn
[ Allow selection of multiple contexts
Reset | QK I Cancel Help |

Restrictions that differ from
universe defaults appear in
red




RESTRICTION SETS - SQL

> The “Allow use of union, intersect and minus operators”
checkbox controls access to the feature in the Web
Intelligence query panel

Edit Restriction - eFashion SQL Restrictions

Restriction Mame: I eFashion QL Restrictions

Connection I Controls  SQL |Dbjects I Fows I Table Mapping

These parameters control the query and SQL generz

O

Hew

= v|.§| - | TEdit Query

[£] Edit Repart |

8 ﬁl @i-ﬁ-ddQuery | T | ER ﬁa‘?lsgl

'ﬁResult Objects

Data | Properties | -

—Query

[ llow use of subqueries;

™ Allow use of union, intersect and minus operators

/ (- “f Stores with long oper
/ [—:I---@ Produck

-1 Store name -

b ales Floar size?
= Owned stores

9

-
[ Allow complex operands in Query Panel b Category
I
—Multiple Paths Cartesian Products ——
v Multiple 5QL statements for each context " Prevent
[¥ Multiple 0L statements for each measure ¥ Warn
[ Allow selection of multiple contexts
Reset | QK I Cancel Help
A

Lines

=1 Category

9

Calor

& Quantity sold



RESTRICTION SETS - SQL

» The “Allow complex operands in Query Panel” checkbox

controls access to the both and except query filter

operators in the Web Intelligence query panel

Edit Restriction - eFashion SQL Restrictions x| [ Query Filiers

7 Lines Inlist _

Restriction Mame: I eFashion QL Restrictions Equal to

Mot Equal to
Connection I Controls  SQL |Dbjects I Fows I Table Mapping I

Greater than

Greater than or Equal ko

These parameters control the query and SQL generation options for

T tines Infst , [Type 3 constant ][5

Equal to

Mok Equal to

Greater than
Greater than or Equal ko
Less than

Less than or Equal to
Betweean

Mok Between

In list

hak in list

Is rull

Is ot null

Matches pattern

Different from pattern

this universe, Less than
Less than or Equal to
_QUEF? Between
™ llow use of subqueries! LiStEERe
. . . In lisk
™ Allow use of union, intersect and minus operators
Mot in list
[ Allow complex operands in Query Panel \ te
—|"-"|LJ|ti|:I-|E Paths Cartes) cts Is niot null
[ Multiple SQL statements for each context ™ Prevent ~— Makches pattern
. - LDifferent from pattern
Iv Multiple SQL statements for gach measure i* wWarn —
- a
[ Allow selection of multiple contexts Except

Reset | QK I Cancel Help

Disallowed
(unchecked)




RESTRICTION SET DIALOGS -
OBJECTS

» Restrict access to universe objects, for example,
employee salary or other sensitive objects

Edit Restriction - New Restriction il

Restriction Mame: I Mew Restriction

Connection I Controls I sQL  Objects |Ruws I Table Mapping I

The ohjects that you define belaw will not be accessible in this
Universe,

Object | status

Add... | REmave adifiy... | Check Al

Reset | QK Cancel | Help




RESTRICTION SET DIALOGS -
ROWS

» Restrict access to universe objects

Edit Restriction - New Restriction

Restriction Mame: I Mew Restriction
Connection I Controls I SQL | Objects Rows |Tab|e Mapping I

@ Defining a Where dause on the RDBMS table spedfed below allows
you to restrict access to rows, and limit the results returned by a

& query.

Restricted tables | Where Clause | Status

Add... | Bemove [ [ | Zheck &l

Reset | QK Cancel | Help




RESTRICTION SET DIALOGS -
TABLE MAPPING

» Replace a table referenced in the universe by another
table in the database

Edit Restriction - New Restriction x|

Restriction Mame: MNew Restriction

Connection I Controls I S0L I Objects I Rows Table Mapping |

I;;}‘Ega Table mapping allows you to replace a table referenced in the
&t:l universe by another table,
Criginal Table | Feplacement Table | Status |

The table selection feature behind the Add button
only lists tables in the universe structure;

however, other tables in the database schema can
be typed in manually.

\ Add... | Remove | radifs., |

Zhech A

Reset | QK Cancel | Help




RESTRICTION PRIORITY

» Users that belong to multiple
groups may have multiple
restrictions

> You can arrange user groups in
order. The restriction for the
lowest group in the listed order
IS used

> Applies only to exclusive
restrictions such as connection,

table mapping, or SQL controls.

ALL object restrictions are
applied

Set Group Priority

You can specfy which groups have the highest priority for access restrictions. Ifa
user is assigned conflicting restrictions on different parent groups, the restriction

on the group with the highest priority will take precedence.

eFashion 2007 Managers Central
eFashion 2007 Managers South

[Mese n

Mawve Down

Help

Ok

Cancel

[t L




RESTRICTION OPTIONS O
> ByEault, all restrictions are ANDed together

> When organized into user and group hierarchies, useful
to be able to switch between AND and OR

» This feature was not available in XI Release 1

Restriction Options

You can spedfy options to manage access restrictions for this universe,

Row Restriction Combination o

IIT" Combine row restrictions using AND within group hierarchies and OR. between groups

Cancel

Help
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Verifying the security model

PREVIEWING ACCESS
RESTRICTIONS
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PREVIEWING RESTRICTION
SETS-10f3

» Restrictions can be previewed using the preview button
on the editing toolbar

Preview net access restrictions for users or groups

You can view the net result of combining all security restrictions for a user or group, and all parent groups. Select a user or group in the list below,
and didk Preview to view the net restriction. The list of available users and groups may be filtered using the search criteria.

Available groups and users: 1-7/7 (fltered) ¥

Account Mame & | Full Name
28 - ashion 2007
% eFashion 2007 Corporate Office
eFashion 2007 Managers
eFashion 2007 Managers Central

&
&
% eFashion 2007 Managers East
&
&

Description

Parent group for eFashion managers

Management in the corporate office
Parent group for all region subgroups
Managers in Central region

Managers in the East region
Managers in the South region
Managers in the West region

eFashion 2007 Managers South
eFashion 2007 Managers West

1| | ]
—Search

Search by: INamE j
For text: | | i
Look in: v Groups [ Users

Freview... I Close




PREVIEWING RESTRICTION
SETS-20f3

» Click preview to show tabbed dialog showing all
restrictions applied to a user or group

Restriction Preview for 'eFashion 2007 Managers Ce i[

The tabs below show the net access restrictions for group 'eFashion 2007 Managers
Central' on universe 'eFashion2007RS" that results from the combination of all

S0L IDbjectsI Rows I

These parameters control the gquery and SCL generation options for
this universe.

—Query
™ allow use of subgueries

[T Allow uze of union, intersect and minus operators

™ allow complex operands in Query Panel

—Multiple Paths Cartesian Products ——
¥ Multiple SQL statements for each context ™ Prevent
¥ Multiple SQL statements for each measure & Warn
[~ allow selection of multiple contexts




PREVIEWING RESTRICTION g
SETS-20f3

» Click preview to show tabbed dialog showing all
restrictions applied to a user or group

Restriction Preview for 'eFashion 2007 Managers Ce x|

The tabs below show the net access restrictions for group ‘eFashion 2007 Managers
Central’ on universe ‘eFashion2007RS' that results from the combination of all

sqL  Objects |Rows |

The Objects listed below will not be accessible in the Universe
Object | status |
MeasuresMargin QK :
Close Help




PREVIEWING RESTRICTION
SETS-20f3

» Click preview to show tabbed dialog showing all
restrictions applied to a user or group

Restriction Preview for 'eFashion 2007 Managers Ce x|

The tabs below show the net access restrictions for group ‘eFashion 2007 Managers
Central' on universe 'eFashion2007RS' that results from the combination of all

SQL | Objects Rows |

@ The following row restrictions will be applied on any data access
queries to restrict the rows returned in the result,

il

Restricted tables | Where Clause | Status
‘Dutlet_Lookup Qutlet Lookup.Manager = @Variable(BOUSER) QK




PREVIEWING RESTRICTION
SETS -3 0f 3

» Restrictions can also be previewed from the manage
access restrictions dialog

Manage Access Restrictions

¥ou can create security restrictions and apply them to groups ar users. The list on the left shows all the existing security restrictions for this
universe, The list on the right shows all the users and groups that have security restrictions applied.

Available Restrictions: Available groups and users:
eFashion Managers Store Only me e | Restriction | Priarity
Fashion SQL Restricti
EF::h:gg TaQI::IE ;Saplsin?s eFashion 2007 Corpor... Original eFashion Connect... 2
Criginal eFashion Connection »>Anply % eFashion 2007 Managers eFashion Managers Store ... 1
.% eFashion 2007 Manag... eFashion SQL Restrictions 3
% eFashion 2007 Manag... eFashion Table Mapping 4
l | »]
I@-NEW ,@ Edit }'1;4; Add user or group If@ﬂF'rinmri‘q,-I cE, Preview ¢ | oy | i

QK Cancel

|
/4

Preview cumulative restrictions
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Best practices for working with restriction sets

TIPS AND TRICKS
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R
EXPORTING UNIVERSE 43 ﬁ

» You must export the universe before you can apply
restriction sets

> Although most changes become effective when a
universe is exported, remember that restrictions take
effect as soon as they are applied

x|

! "_'l. Access restrictions can only be defined and applied for a universe once it has been exported. Please export this univese before editing access restrictions.,
L




@AGGREGATE_AWARE

» The @AGGREGATE_AWARE function can be used to
create objects that leverage aggregate tables, where
appropriate

» Make sure that each aggregate table supports your
requirements for row-level security
» Each aggregate level should have a database column used to

store the attribute used as the row-level filter

» The sample eFashion universe contains aggregates,
however, they did not support row-level security for
managers, so a modified version of eFashion (without
aggregate tables) was used for this presentation



@VARIABLE -1 of 2

» The @VARIABLE function is a Business Objects function
that can be used for

» The text of an interactive object previously created

with the @Prompt function; i.e. the first argument
entered in the @Prompt function

» BusinessObjects system variable such as BOUSER
or BOPASS

» These variables represent respectively the user
name and password forming the user
identification




@VARIABLE - 2 of 2

» System variables also exist for the connection to the
RDBMS (DBUSER & DBPASS).

» @Variable('BOUSER') is useful for creating access
restrictions based on user ID

> The use of @Variable will be explored in one of the
demonstrations
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Object Level Security

ADDITIONAL CONTENT
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OBJECT LEVEL SECURITY -

1 of 3

> A feature called object level

SeCu I’ity Can be used to reStriCt Definition I Properties  Advanced |Keys | Source Information I

—Security Access Level

O bj e CtS based O n five d iffe re nt This ohject can be used only by users having privieges greater than or equal to:
security levels Publc -
| |Public
> Public (default) ‘CE?”:"Ezl
> Controlled S
Iv Sort
> R eSt“Cted —Database Format
By default, the format below determines the regional settings. You can specify
> CO nfl d e ntl al another format by which object data is read.
> Private

K I Cancel Apply Help

> Object security levels are
assigned in Designer from the
advanced tab of the object’s
properties




OBJECT LEVEL SECURITY -
2 0f3

> An object security level is assigned in the CMC

» A user must have an object security level equal to or
greater to that of an object to be able to use it

» For example, if a user has an object security level of
restricted, that user can use public, controlled or
restricted objects, but not confidential or private objects

BusinessObjects Enterprise ' ences | 1 Logoff | Register | About | @ Help
Central Management Console Universes || s Account: Administrator

This copy of BusinessObjects Enterprise is licensed to be used for evaluation or development purposes only

Home > Universes >

Properties | Object Level Secun't_v] Rights |

| Add/Remove. .. || Update || Reset || Refresh |

Name Full Name Object Description Object Level Security Net Security
R n Users who can administrate this - -
€% Administrators GIoUP ¢ stem I(Inherlted Security) x| Private
!33 Everyone Group  All users of this system (Inherited Security}j Public
(Inherited Security)
Public

\Controlled




OBJECT LEVEL SECURITY -
30f3

» Although the effect is similar, maintaining object security
IS generally easier using restriction sets rather than
object level security

x

Restriction Mame: I Mew Restriction

Connection I Controls I SOL Objects IF‘.nws I Table Mapping I

The obhjects that you define below wil not be accessible in this
Universe,
Object | status |
Add... | Bemove | radifa . | Check Al |

Reset | 0K I Cancel | Help |

v
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1) Creating and previewing a restriction set
2) Restriction options

3) Restriction priority

4)  Using the schedule for option

LIVE DEMONSTRATIONS
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DEMO 1: CREATING AND
PREVIEWING A RESTRICTION SET

» Goal: Limit managers’ data
access to their own stores

> (Goal: Restrict manager’s
access to margin object

Kristin Marks
President, e-Fashion

le-Fashion Centrall

e-Fashion East e-Fashion South e-Fashion West
Region Region Region Region
1 _ 1 1
e-Fashion e-Fashion e-Fashion Miami e-Fashion Los
| Chicago 33rd Washington Sundance Angeles
David Quinn Telbooth (DC) Brian Tuttle Steve Robartso
Martin Barratt
[ e-Fashion San |
a-Fashion New e-Fashion Austin F‘“ fan San
— York Magnolia Larry Davis ranclz:on

Chris Anderson

e-Fashion New

e<Fashion Dallas

e-Fashion
York Sth Colorado Spring
Fiona Richards James Leonard Giles Bennett
e-Fashion Boston e-Fashion
Newbury Houston
Mark Jackson Michelle Thomson
e-Fashion

Houston Leighton

Mary Quean




DEMO 1: CREATING AND
PREVIEWING A RESTRICTION SET

» Solution: Limit row access to own stores by creating row
restriction using @Variable('BOUSER')

Edit Restriction - eFashion Managers Store Only x|

Restriction Mame: I eFashion Managers Store Only

Connection | Controls | SQL | Objects  Rows |Tab|e Mapping |

@ Defining a Where dause on the RDEMS table spedfed below allows
& you to restrict access to rows, and limit the results returned by a
query,
Restricted tables | Where Clause | Status |

iOutlet Lookup Qutlet Lookup.Manager = @Variable(BOUSER) QK

Add... | Remove Madifse | Ched: All

Reset | QK Cancel | Help




DEMO 1: CREATING AND
PREVIEWING A RESTRICTION SET

» Solution: Create object restriction to hide margin object

Edit Restriction - eFashion Managers Store Only |

Restriction Name: I eFashion Managers Store Cnly

Connection I Contrals I sQL  Objects |F‘.uws I Table Mapping I

The ohjects that you define below will not be accessible in this
& Universe,
Object Status |
iMeasures\Margin i
Add... | Remoye Madifi ., | Chedk all
Reset | (8] 4 Cancel | Help




DEMO 1: CREATING AND
PREVIEWING A RESTRICTION SET

» Test object restrictions for manager Chris Anderson

e=Fashion East
Region

Preview net access restrictions for users or groups

You can view the net result of combining all security restrictions for a user or group, and all parent groups. Select a user or group in the list below,
and dick Preview to view the net restriction, The list of available users and groups may be filtered using the search criteria.

Available groups and users:

148/48 T

1

e=Fashion
Washington
Tolbooth (DC)
Martin Barrett

e-Fashion New
York Magnolia

Chris Anderson

e-Fashion New
York 5th
Fiona Richards

Account Name

- | Full Name

| Description

£L Administrator
% Administrators
b°8 Anderson
£ Barrett
& Bennett
% BusinessObjects NT Users
% Dataspace

% Dataspace Management

% Dataspace Mo Admin
£8 nataenars Staff

Chris Andersan
Martin Barrett
Giles Bennett

Administrator account

Users who can administrate this system

e-Fashion ork Magnoli

e-Fashion Washington Tolbooth (DC)

e-Fashion Colorado Springs manager

BusinessObjects NT Users can use their NT user accounts to log ...
Group to identify all users added fc
A group used for publication demo,

A group that spedifically denies act The tabs below show the net access restrictions for user ‘Anderson’ on universe
A areon nesd far noblicatinn demn ‘eFashion2007RS that results from the combination of all restrictions applied for the

~Search B I
Cbjects FHows
Search by: IName j !
. @ The following row restrictions will be applied on any data access
For text: I & queries to restrict the rows returned in the result.
Look in: ¥ Groups [V Users

Restricted tables | Where Clause
T

| status |

Newbury
Mark Jackson

e=-Fashion Boston

Close Help
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DEMO 2: RESTRICTION OPTIONS }(3
4 )
> Show the effect of cumulative o G/
restrictions by using subgroups Insight 2007 AL Insight 2007 B1
Irene, lggy Irene
Year = 2003 Year = 2001

» Al is a parent group, with A2
and A3 as nested subgroups

832

> Blis apeergroupto Al Insight 2007 A2
Irene is a member of both Ivan
grou pS State = Texas

Insaght 2007 A3
Isabella
City = Dallas



DEMO 2: RESTRICTION OPTIONS

» Demonstrate the effect of both options (AND/OR), using
user Irene in the Insight 2007 Al and Insight 2007 B1
security groups

Insight 2007 Al
Irene, lggy
Year = 2003

Insight 2007 A2
Ivan

State = Texas

Insight 2007 A3
Ilsabella
City = Dallas

Insight 2007 B1
Irene

Year = 2001

Restriction Options

You can specify options to manage access restrictions for this universe,

Row Restricion Combination

{* Combine row restrictions using AND:

" Combine row restrictions using AND within group hierarchies and OR. between groups

X
)4
Cancel
Help
v




DEMO 3: RESTRICTION PRIORITY

» Determine the effect of priority when a user receives
restrictions from more than one restriction set

Set Group Priority

You can spedfy which groups have the highest priority for access restricions. Ifa
user is assigned conflicting restrictions on different parent groups, the restriction
on the group with the highest priority will take precedence.

Groups with applied restrictions (highest priority on top):

3 Mowe g
eFashion 2007 Corporate QOffice
eFashion 2007 Managers Central
eFashion 2007 Managers South e
Help
oK |
Cancel




DEMO 4: USING THE SCHEDULE

BusinessObjects Enterprise
Central Management Console

FOR OPTION

>

The schedule for feature allows
you to generate reports that
contain data for specific users
only

You can schedule an object and
specify for which users or groups
you want the system to run the
object

The system will run the object for
each user applying the universe
restrictions appropriate to the
user

Home > Folders > Web Intelligence Samples =

Properties | History | Process | Schedlle] Categories | Rights |
Notification Destination Format Caching Options
Specify which users or user groups to schedule the object for.
An instance of the object will be created for each user.

" Schedule only for myself.

¥ Schedule for specified users and user groups.

Scheduling list: AddiRemaove._

eFashion 2007 Managers (Group)

| Update || Reset |




FOR MORE INFORMATION

» BusinessObjects documentation
> BusinessObjects XI Release 2 Designer’s Guide (pp. 441-450)
> BusinessObjects Enterprise Administrator's Guide

» Business Objects XI: The Complete Reference

by Cindi Howson CBomplete

Reference

> Chapter 13, Securing the System, (pp. 312-326) Bt
> McGraw-Hill/Osborne 2006 Objects XI
> |SBN 0-07-226265-6




CONCLUSION Objects

» Restriction sets allow universe behavior to be tailored
and secured for individuals or groups

> |n addition to row and column-level security, restriction
sets can override connection, query control, and SQL
generation options

» Restriction set priority can be controlled for users that
belong to multiple security groups




@
Q&A Business Objects’

» Questions
> Dallas Marks
> | will repeat questions to ensure everyone can hear

» Contact information
> Email Dallas AT dallasmarks.org
» Dallas Marks on Business Intelligence
> Dallas Marks on Twitter



http://www.dallasmarks.org/blog/
http://www.twitter.com/dallasmarks

